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Recommendation for Random Number Generation Using Deterministic Random

Bit generators

This document provides a summary of information provided by the NIST recommendation SP800-90.  The recommendation is for random numbers generated by deterministic random bit generators.  The SP-800-90 recommendation defines a set of common operations and properties on DRBGs.

Random bit generates fall into two classes, nondeterministic and deterministic.  Nondeterministic random bit generators (NRBG) rely on a physical source of randomness that is unpredictable.  NRBGs are sometimes called true random bit generators since the output is truly random, assuming it has a good physical source.  Deterministic random bit generators (DRBG) are built using an algorithm to generate stream of bits from an initial seed value.  DRBGs are said to be pseudo-random because the output is deterministic if the internal state of the DRBG is known.  

The properties a DRBG should expose are the supported security strength, output length, prediction resistance, maximum bits per request, required min entropy, seed length, number of requests between reseeds.  These parameters govern the safety margins that a DRBG support.  The DRBG should not support requests or initializations that exceed these parameters.  Each of these parameters is dependant on the algorithm of the implemented DRBG.

Each DRBG should define supported security strength based on the limitations of algorithm that is being used as well as the entropy source.  The application may request a security strength weaker than the supported strength, but the DRBG should fail if the application requests a strength that is higher than what the DRBG supports.  The security strength of an algorithm is taken from NIST recommendation SP800-57, table 2.  Each of the algorithms has a defined strength based on the number of random bits that each formula can generate before they start to repeat.

The first operation a DRBG must support is initialization.  The initialization function should always be setup with different inputs such that it creates a random seed each time.  The inputs to a DRBG come from two sources.  If the implementation supports multiple security strengths, the application initializing the DRBG shall provide the requested security strength.  If the implementation supports prediction resistance, the application should specify if it should use prediction resistance.  The application should also provide a personalization string.  According to the recommendation, the personalization string shall be unique per instance of the DRBG.  The other source of input is embedded within the DRBG.  It is a nonce and a source of entropy.  The entropy input should be able to provide at least as many random bits as are necessary to satisfy the requested security strength.

The second operation a DRBG needs to support is reseeding.  Each seed is good for a limited number of bit generations.  After which, the application needs to reseed the DRBG with new inputs, otherwise the DRBG will fail.  In addition, the DRBG may reseed after each round of generating bits if prediction resistance is requested, after the maximum number of requests per reseed it reached, or automatically when the entropy source has generated enough bits.  During a reseed, the DRBG will query the entropy source for more bits in order to build the new seed.

The seed values used in the initialization and the reseed should not be reused for another DRBG or used more than once in the same instance of a DRBG.  In addition, the seed should not be used for other purposes like domain values, prime number generators, etc.  Otherwise the strength of the DRBG could be reduced by exposing part of the internal state.

The third operation a DRBG needs to support is generation of random bits.  It will use its internal state to create as many bits as are requested, up to the maximum length allowed by the algorithm.  An implementation should define a maximum number of bits per request.  If prediction resistance is requested, the implementation should reseed the internal state using bits gathered from the entropy source.

The last operation a DRBG needs to support is a cleanup function.  This function is used to remove a DRBG initialization.  The cleanup function should empty the internal state.  This is to reduce the likelihood that the internal state could become compromised after the DRBG is released from memory.  It is good hygiene for the application to always call the cleanup function on the DRBG after it is done generating random bits.

SP800-90 makes recommendations for algorithms to use to create a DRBG implementation.  SP800-90 uses three classes of cryptography algorithms: Hash, Block Cipher and Number theoretic problems.

Implementations of hash based algorithms can choose from SHA-1, SHA-224, SHA-256, SHA-384, SHA-512.  The seed length is determined from the hash functions block length, minus 1 byte of padding and the counts length (128 for SHA-384 and SHA-512, 64 for SHA-1, SHA-224, SHA-256).  The seed created during initialization is created from a concatenation of the entropy input, nonce, and personalization string.  The seed material is then passed through the hash.  The internal state of the DBRG consists of a counter, a variable V (seed length bits in length) which is initialized to the seed, and a constant C (seed length bits in length) which is initialized to the hash of the seed and a constant value.  The output of the DRBG is the variable V passed through the hash function.  V is then updated with a hash of V concatenated with a constant value, added to the old value of V.  The counter is updated on each call to generate bits.  Reseeding the DRBG consists of passing the existing V, along with new entropy input, and a constant into the hash function, repeating the initialization of C and resetting the reseed counter.

The specification also allows HMACs to be used instead of pure hash functions.  The algorithm varies slightly in that the constant C is replaced with a Key that is updated when the application is initialized or reseeded.  The output of generate is the value V after being passed through the HMAC.  V is then updated and used for the next iteration.  For approved HMAC functions, see FIPS 198.  There is some concern with this implementation as it does expose part of the “secret” internal state.  This reduces the security to at most key length.  

Block cipher based DRBGs can use any approved block cipher algorithm, as specified by SP800-38A.  The DRBG should consistently use the same block cipher and key lengths for all its operations.  The chosen block cipher governs the maximum security strength allowed by the DBRG.  The block cipher and key length should provide at least the maximum strength of the DRBG.  SP800-90 covers the block ciphers 3 Key TDEA, AES-128, AES-192, and AES-256.  The seed length for a block cipher based DRBG is the key length plus output length.  The seed is generated by using the block cipher on the entropy input, nonce, and personalization string.  The input to the block cipher must be exactly seed length number of bits.  SP800-90 defines that anything less should be padded with 0s.  The internal state consists of a variable V, the key, and a reseed counter.  The key and V are started as all 0, and are iteratively built using the block cipher until there are seed length number of bits available.  The Key is then set as the leftmost bits of the seed, and V is set to the rightmost bits of the seed.  Reseeding works the same way, except using the current Key and V instead of starting at 0.  To generate bits, the DRBG should take V incremented by 1 and encrypt using the current Key and V.  The output of the block cipher is the pseudo-random bits.

The third class of DRBGs that SP800-90 defines is those based on number theoretic problems.  It covers a design using Dual Elliptic Curves, using P-256, P-384, or P-521.  The dual elliptic curve is defined as the “elliptic curve discrete logarithm problem”, given the points P and Q on a curve of order n, find a such that Q = aP.  The seed length for this implementation should be at least 256 bits in length, and 2 raised to the seed length should be approximately equal to the field size.  The maximum security available is determined by the curve selected.  Internally, the function uses a hash function that is also implementation dependant.  The seed is created from the hash of the entropy input, nonce and personalization string.  The reseed function uses the current value of the seed, left shifted until it is a multiple of 8, the entropy input and an optional additional input, and runs the hash function over the concatenated values.  To generate bits, the seed is passed through the dual elliptic curve function twice, each time multiplied by one of the two points on the curve.  The output is the truncated value, requested number of bits long.

The recommendation also describes the need for documentation of the implementation.  The documentation should include the following:

· source of entropy

· documentation of the health testing

· what type of DRBG is implemented

· the security strengths supported

· if prediction resistance is offered

Additionally, the implementation should have validation testing.    While validation testing is occurring the DRBG should not allow output.  If any of the self tests fail, the DRBG should not allow any output while in the error state.  During the test the DRBG should enter a state in which the output is a known value.  If the generate bits does not produce the expected output, then the DRBG should enter the error state.

Since the topic of the recommendation is random numbers, SP800-90 goes into ways to obtain random numbers from random bits.  If the requested range of random numbers is a power of two then the random number can be generated with a simple modulus of the maximum value.  However if the maximum value is not a power of 2, the DRNG (Deterministic random number generator) needs to trade either time or precision to generate numbers from bits.  

The simple discard method is one way to generate random numbers.  It will generate a random number with no skew, but may not complete in a predictable amount of time.  The algorithm for simple discard is to take a stream of random bits of that is at least m bits long, where m is the smallest number of bits needed to represent the maximum requested value.  If the value generated is greater the requested maximum value, throw out the requested value and repeat until it finds a value less then the maximum.

The alternate to simple discard is to do a modulus operation on the resulting bits, using the requested maximum as the modulus.  Doing this introduces a bias that for small numbers may be significant, but goes down quickly as the number increases.  As such, the recommendation says to use a number of bits equal to m + s, where m is the smallest number of bits necessary to represent the requested maximum and s is a number greater then or equal to 64. 

If the application needs a set of random numbers with the same maximum, it is slightly more efficient to generate all the numbers at once.  As a parallel to the simple discard method, the complex discard method works to generate a set of random numbers up to a maximum value.  Complex discard uses the random bit generator to generate a number with m bits, where m is the number of bits needed to represent requested maximum raised by the number of random number to generate.  That number can then be broken down into distinct random numbers.  This has advantages over simple discard in that it will produce a number of random numbers with fewer retries necessary.  There is a similar implementation for modulus if constant time is preferred.

One of the main problems in creating a DRBG is finding an entropy source.  A NRBG’s strength is based on the potential randomness of the physical input source and can only generate bits as fast the physical source can supply them.  The strength of a DRBG is defined based on the algorithm instead.  On a DRBG, the entropy sources can be chained, so long as the start of the chain is some true random source.   This allows the DRBG to generate bits faster than the entropy source necessarily could.  This is a benefit because it allows things like mouse movements and other extremely slow operations to collect over time.  However, if the prediction resistance flag is on, that may not necessarily by the case, since some of the algorithms require at least as many bits of entropy as they generate in order to reseed.  When the prediction resistance is requested, the DRBG serves to obfuscate the bits generated by the entropy source.  This may be useful if the entropy source is a measurable event based on user actions, so the actual events become hidden.  The true entropy source should always be tested on DRBG initialization to guarantee that the bits are reasonably random.  
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