
sessio
n

 id
en

tifier 

A
n

 arb
itrary

 b
y

te seq
u

en
ce ch

o
sen

 b
y

 th
e serv

er to
 id

en
tify

 an
 activ

e o
r 

resu
m

ab
le sessio

n
 state 

p
eer certifica

te 

X
5

0
9

.v
3

[X
5

0
9

] certificate o
f th

e p
eer. T

h
is elem

en
t o

f th
e state m

ay
 b

e n
u

ll. 

co
m

p
ressio

n
 m

eth
o

d
 

T
h

e alg
o

rith
m

 u
sed

 to
 co

m
p

ress d
ata p

rio
r to

 en
cry

p
tio

n
. 

cip
h

er sp
ec 

S
p

ecifies th
e b

u
lk

 d
ata en

cry
p

tio
n

 alg
o

rith
m

 (su
ch

 as n
u

ll, D
E

S
, etc.) an

d
 a 

M
A

C
 alg

o
rith

m
 (su

ch
 as M

D
5

 o
r S

H
A

). It also
 d

efin
es cry

p
to

g
rap

h
ic 

attrib
u

tes su
ch

 as th
e h

a
s
h
_
s
i
z
e

. 

m
a

ster secret 

4
8

-b
y

te secret sh
ared

 b
etw

een
 th

e clien
t an

d
 serv

er. 

is resu
m

a
b

le 



serv
er a

n
d

 clien
t ra

n
d

o
m

 

B
y

te seq
u

en
ces th

at are ch
o

sen
 b

y
 th

e serv
er an

d
 clien

t fo
r each

 co
n

n
ectio

n
. 

serv
er w

rite M
A

C
 secret 

T
h

e secret u
sed

 in
 M

A
C

 o
p

eratio
n

s o
n

 d
ata w

ritten
 b

y
 th

e serv
er. 

clien
t w

rite M
A

C
 secret 

T
h

e secret u
sed

 in
 M

A
C

 o
p

eratio
n

s o
n

 d
ata w

ritten
 b

y
 th

e clien
t. 

serv
er w

rite k
ey

 

T
h

e b
u

lk
 cip

h
er k

ey
 fo

r d
ata en

cry
p

ted
 b

y
 th

e serv
er an

d
 d

ecry
p

ted
 b

y
 th

e 
clien

t. 

clien
t w

rite k
ey

 

T
h

e b
u

lk
 cip

h
er k

ey
 fo

r d
ata en

cry
p

ted
 b

y
 th

e clien
t an

d
 d

ecry
p

ted
 b

y
 th

e 
serv

er. 

in
itia

liza
tio

n
 v

ecto
rs 

W
h

en
 a b

lo
ck

 cip
h

er in
 C

B
C

 m
o

d
e is u

sed
, an

 in
itializatio

n
 v

ecto
r (IV

) is 





T
h

e clien
t h

ello
 m

essag
e in

clu
d

es a ran
d

o
m

 stru
ctu

re, 
w

h
ich

 is u
sed

 later in
 th

e p
ro

to
co

l. 

s
t
r
u
c
t
 
{

 
 
 
u
i
n
t
3
2
 
g
m
t
_
u
n
i
x
_
t
i
m
e
;

 
 
 
o
p
a
q
u
e
 
r
a
n
d
o
m
_
b
y
t
e
s
[
2
8
]
;

}
 
R
a
n
d
o
m
;

g
m
t
_
u
n
i
x
_
t
i
m
e

 

T
h

e cu
rren

t tim
e an

d
 d

ate in
 stan

d
ard

 U
N

IX
 3

2
-b

it 
fo

rm
at acco

rd
in

g
 to

 th
e sen

d
er's in

tern
al clo

ck
. C

lo
ck

s 
are n

o
t req

u
ired

 to
 b

e set co
rrectly

 b
y

 th
e b

asic S
S

L
 

P
ro

to
co

l; h
ig

h
er lev

el o
r ap

p
licatio

n
 p

ro
to

co
ls m

ay
 

d
efin

e ad
d

itio
n

al req
u

irem
en

ts. 

r
a
n
d
o
m
_
b
y
t
e
s

 

2
8

 b
y

tes g
en

erated
 b

y
 a secu

re ran
d

o
m

 n
u

m
b

er 
g

en
erato

r.



T
h

e serv
er p

ro
cesses th

e clien
t h

ello
 m

essag
e an

d
 resp

o
n

d
s w

ith
 eith

er a 

h
a
n
d
s
h
a
k
e
_
f
a
i
l
u
r
e

 a
lert o

r serv
er h

ello
 m

essag
e. 

s
t
r
u
c
t
 
{

 
 
 
 
 
 
 
 
P
r
o
t
o
c
o
l
V
e
r
s
i
o
n
 
s
e
r
v
e
r
_
v
e
r
s
i
o
n
;

 
 
 
 
 
 
 
 
R
a
n
d
o
m
 
r
a
n
d
o
m
;

 
 
 
 
 
 
 
 
S
e
s
s
i
o
n
I
D
 
s
e
s
s
i
o
n
_
i
d
;

 
 
 
 
 
 
 
 
C
i
p
h
e
r
S
u
i
t
e
 
c
i
p
h
e
r
_
s
u
i
t
e
;

 
 
 
 
 
 
 
 
C
o
m
p
r
e
s
s
i
o
n
M
e
t
h
o
d
 
c
o
m
p
r
e
s
s
i
o
n
_
m
e
t
h
o
d
;

}
 
S
e
r
v
e
r
H
e
l
l
o
;



If R
S

A
 is b

ein
g

 u
sed

 fo
r k

ey
 ag

reem
en

t an
d

 au
th

en
ticatio

n
, th

e clien
t 

g
en

erates a 4
8

-b
y

te p
re-m

aster secret, en
cry

p
ts it w

ith
 serv

er p
u

b
lic k

ey
. 

s
t
r
u
c
t
 
{

 
 
 
 
 
 
 
 
P
r
o
t
o
c
o
l
V
e
r
s
i
o
n
 
c
l
i
e
n
t
_
v
e
r
s
i
o
n
;

 
 
 
 
 
 
 
 
o
p
a
q
u
e
 
r
a
n
d
o
m
[
4
8
]
;

}
 
P
r
e
M
a
s
t
e
r
S
e
c
r
e
t
;

 
4
8
 
b
y
t
e
s
 
=
 
3
8
4
 
b
i
t
s

 
S
e
n
t
 
e
n
c
r
y
p
t
e
d

T
h

is ran
d

o
m

 v
alu

e is g
en

erated
 b

y
 th

e clien
t an

d
 is u

sed
 to

 g
en

erate th
e 

m
a

s
t
e
r
 s

e
c
r
e
t .



m
a
s
t
e
r
_
s
e
c
r
e
t
 
=

 
 
 
 
 
 
 
 
M
D
5
(
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
A
'
 
+
 
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+

 
 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
 
+
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
)
)
 
+

 
 
 
 
 
 
 
 
M
D
5
(
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
B
B
'
 
+
 
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+

 
 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
 
+
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
)
)
 

+

 
 
 
 
 
 
 
 
M
D
5
(
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
C
C
C
'
 
+
 
p
r
e
_
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+

 
 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
 
+
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
)
)
;



T
o

 g
en

erate th
e k

ey
 m

aterial, co
m

p
u

te 

k
e
y
_
b
l
o
c
k
 
=

 
 
 
 
 
 
 
 
M
D
5
(
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
A
'
 
+
 
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
 
+

 
 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
)
)
 
+

 
 
 
 
 
 
 
 
M
D
5
(
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
B
B
'
 
+
 
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 
 
 
 
 
 

 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
 
+
 

 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
)
)
 
+

 
 
 
 
 
 
 
 
M
D
5
(
m
a
s
t
e
r
_
s
e
c
r
e
t
 
+
 

 
 
 
 
 
 
 
 
 
 
 
S
H
A
(
'
C
C
C
'
 
+
 
m
a
s
t
e
r
_
s
e
c
r
e
t
 

+
 

 
 
 
 
 
 
 
 
S
e
r
v
e
r
H
e
l
l
o
.
r
a
n
d
o
m
 
+

 
 
 
 
 
 
 
 
 
 
 
C
l
i
e
n
t
H
e
l
l
o
.
r
a
n
d
o
m
)
)
 
+
 
[
.
.
.
]
;

u
n

til en
o

u
g

h
 o

u
tp

u
t h

as b
een

 g
en

erated
. 



T
h

en
 th

e k
e
y
_
b
l
o
c
k

 is p
artitio

n
ed

 as fo
llo

w
s. 

c
l
i
e
n
t
_
w
r
i
t
e
_
M
A
C
_
s
e
c
r
e
t
[
C
i
p
h
e
r
S
p
e
c
.
h
a
s
h
_
s
i
z
e
]

s
e
r
v
e
r
_
w
r
i
t
e
_
M
A
C
_
s
e
c
r
e
t
[
C
i
p
h
e
r
S
p
e
c
.
h
a
s
h
_
s
i
z
e
]

c
l
i
e
n
t
_
w
r
i
t
e
_
k
e
y
[
C
i
p
h
e
r
S
p
e
c
.
k
e
y
_
m
a
t
e
r
i
a
l
]

s
e
r
v
e
r
_
w
r
i
t
e
_
k
e
y
[
C
i
p
h
e
r
S
P
e
c
.
k
e
y
_
m
a
t
e
r
i
a
l
]



T
h

e M
A

C
 is g

en
erated

 as: 

h
a
s
h
(
M
A
C
_
w
r
i
t
e
_
s
e
c
r
e
t
 
+
 
p
a
d
_
2
 
+

 
 
 
 
 
 
 
 
h
a
s
h
 
(
M
A
C
_
w
r
i
t
e
_
s
e
c
r
e
t
 
+
 
p
a
d
_
1
 
+
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
s
e
q
_
n
u
m
 
+
 
l
e
n
g
t
h
 
+
 
c
o
n
t
e
n
t
)
 
)
;

p
a
d
_
1

 

T
h

e ch
aracter 0

x
3

6
 rep

eated
 4

8
 tim

e fo
r M

D
5

 o
r 4

0
 tim

es fo
r S

H
A

. 

p
a
d
_
2

 

T
h

e ch
aracter 0

x
5

c rep
eated

 th
e sam

e n
u

m
b

er o
f tim

es. 

s
e
q
_
n
u
m

 

T
h

e seq
u

en
ce n

u
m

b
er fo

r th
is m

essag
e. 

h
a
s
h

 

T
h

e h
ash

in
g

 alg
o

rith
m

 d
eriv

ed
 fro

m
 th

e cip
h

er su
ite. 


